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ABSTRACT

O’Connor, Kevin J. M.S., Purdue University, May, 2013. Examination of Stability in
Fingerprint Recognition across Force Levels. Major Professor: Stephen J. Elliott.

In this thesis, the instability of zoo animal classifications for individuals across different
force levels are illustrated, which answered the question, “Is an individual’s performance
unstable with regards to the covariate under study in a fingerprint recognition system?”
The covariate for this research was force levels (5 N, 7 N, 9 N, 11 N, and 13 N), in which
154 subjects interacted on a fingerprint device. The influence of applied force on the
performance of a fingerprint algorithm was examined and supports in showing how zoo
classifications change with the respected force levels. Zoo classifications have been used
to group particular individuals as doves, worms, phantoms, chameleons, or normal. The
purpose of the animal classifications was to determine whether subjects’ similarity score
varies at different force levels and to quantify that instability by a score index. The
stability score index formula (S.S.I) was used to calculate the stability for each individual
from one force level to the next. This contribution can give researchers an idea of
stability or instability for individuals performing on any biometric system.
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CHAPTER 1. INTRODUCTION

The chapter provides the framework for the study by including the following: the
statement of purpose, significance of the problem, scope, research question, assumptions,
limitations, delimitations, and key terms with their definitions. Providing these sections
of the study gives a guide for the remainder of the thesis.

1.1

Significance of the Problem

Integrators and algorithm developers use multiple performance analysis tools to
configure biometric systems. The value of these tools is the ability to determine the
presence of individuals within the database that are causing errors impacting the
performance of the biometric system.
Current methods of classifying performance based on matching are prone to
weaknesses. The receiver operating characteristic (ROC) curve and detection error tradeoff (DET) curves are used as overall illustrations of system performance, but they are not
able to demonstrate good or bad individual performance. This prompts researchers to ask
questions that are difficult (regarding ROC or DET curves) to answer such as: “If you
were to remove a poorly performing individual, will the biometric system performance
increase? How much does it impact the performance?”
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1.2

Statement of Purpose

The variability in the matching scores of users is critical to integrators,
researchers, and developers of matching algorithms who want to choose algorithms that
yield distributions with short tails (Shuckers, 2010). Currently, commonly used biometric
performance measurements are not capable of illustrating the variability amongst
algorithms or different biometric systems at the individual subject level. The various
methods that have been developed to classify performance, based on matching scores, all
have weaknesses. Integrators and algorithm developers both use multiple performanceanalyzing metrics to configure and improve biometric systems. The underlying purpose
of these tools is to distinguish which individuals within the database are inconsistent.
Receiver operating characteristic (ROC) and detection error tradeoff (DET)
curves are used to illustrate the overall system performance, but they are not able to
identify the causes of good/bad performance or illustrate individual performance.
This research demonstrated the relationship between genuine and impostor scores
of individuals over a particular covariate (time, force, device, algorithm, etc.) and
proposed a stability score index to quantify and resolve the weakness of the ROC/DET.
The stability score gives algorithm developers insight into particular users who perform
poorly or exceptionally well in a particular dataset. The output of this research will
explain why users only perform poorly in a certain biometric modality or at a specific
covariate level, such as fingerprint force, or why one algorithm can be more sensitive to a
covariate than others. The research can also determine the modalities or covariate rates at
which individuals perform well. The metric developed for this thesis is a stability score
index that quantifies user instability.
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1.3

Scope

Data were collected in the fall of 2009 that measured the impact of force (one
covariate) on image quality and performance, using the Crossmatch L- Scan Guardian
10-print scanner. This dataset was chosen because the variable of interest was force; thus,
changes in performance could be attributed to the measured variable.
This research determined the performance stability of individuals when exposed
to different force levels. Zoo plots, described in Yager and Dunstone (2010), were used to
determine individual performance, as well as the classification of animals in the dataset.
Individuals are classified by different types of animal names, depending on their
performance scores in relation to others in the dataset. For this thesis, Dunstone and
Yager’s animal classifications are used. Individuals are classified as normal, doves,
chameleons, worms, and phantoms. These were used to determine whether the animal
classification assigned to the individual changes, and their resulting stability score index
(see chapter 4). These descriptions help to assess the stability of the individual’s
performance; the degree of change that occurs over the different force levels.

1.4

Research Question

The question posed concerns a single primary problem: Is an individual’s performance
unstable with regards to the covariate under study in a fingerprint recognition system?

1.5
The assumptions in this project included:

Assumptions
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1. Subjects performed to the best of their ability during the presentation of their
fingerprints.
2. All subjects presented the hand of interest in the correct order.
3. Each subject was tested using five force levels (5 N, 7 N, 9 N, 11 N, and 13 N) for
each hand.
4. Three samples were taken for each finger position for each force level (right
index, right middle, right ring, right little, left index, left middle, left ring, and left
little).
5. Force levels were randomized for all subjects to account for habituation to the
device.

1.6

Limitations

The project was limited by the following:
1. The results are limited to the performance of the 2009 DHS Force Level dataset,
which was collected on a single fingerprint sensor in a lab environment.
2. The study was limited to the number of fingers the subjects had (a subject could
have missing fingers).
3. This study only examined the five force levels that were tested in the study.
4. Habituation was not being measured, although the results of this research will
guide other research in this area.
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1.7

Delimitations

The project was delimited by the following:
1. The effect of habituation was not examined in this study.
2. This study did not investigate the default auto capture mode.
3. Testing multiple fingerprint sensors was beyond the scope of this study.
4. Examining the impact of quality metrics on an individual’s performance was
beyond the scope of this study.
5. Only data for the right index finger were examined.
6. Testing other modalities (iris, face, palm vein, etc.) was beyond the scope of this
study.
7. Testing performance on multiple matching algorithms was beyond the scope of
this study.

1.8

Definitions of Key Terms

Biometric: is “a measurable, physical characteristic or biological characteristic used to
recognize the identity or verify these claimed identity of an enrollee” (Association
of Biometrics, 1999, p.2).
Chameleon: “A person who is a chameleon matches well in general, both to themselves
and to others. They are likely to cause false accepts but not false rejects”
(Beveridgel et al., 2011, p.6).
Detection error trade-off curve (DET curve): A “modified ROC curve that plots error
rates on both axes (false positives on the x-axis and false negatives on the y-axis)”
(ISO / IEC JTC 1 SC 37, 2005, p.7).
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Dove: “A person who is a dove matches very well against themselves and poorly against
others” (Beveridgel, Jonathon, Bolmel, & Draperl, 2011, p.6).
False match rate (FMR): The “proportion of zero-effort impostor attempt sample features
falsely declared to match the compared non-self” (ISO / IEC JTC 1 SC 37, 2005,
p.5).
False non-match rate (FNMR): The “proportion of genuine attempt sample features
falsely declared not to match the template of the same characteristic from the
same user supplying the sample” (ISO / IEC JTC 1 SC 37, 2005, p.5).
Genuine attempt: A “single good-faith attempt by a user to match their own stored
template” (ISO / IEC JTC 1 SC 37, 2005, p.2).
Impostor attempt: An “attempt of an individual to match the stored template of a different
individual by presenting a simulated or reproduced biometric sample or by
intentionally modifying his/her own biometric characteristics” (ISO / IEC JTC 1
SC 37, 2005, p.3).
Matching score: “Measure of the similarity between features derived from a sample and a
stored template or a measure of how well these features fit a user’s reference
model” (ISO / IEC JTC 1 SC 37, 2005, p.2).
Phantom: “A person who is a phantom matches poorly in general, both to themselves and
to others. They are likely to cause false rejects but not false accepts” (Beveridgel
et al., 2011, p.6).
Receiver operating characteristic curve (ROC curve): A “plot of the rate of “false
positives” (i.e., impostor attempts accepted) on the x-axis against the
corresponding rate of “true positives”” (ISO / IEC JTC 1 SC 37, 2005, p.6).

7
Sample: A “user’s biometric measures as output by the data collection subsystem” (ISO /
IEC JTC 1 SC 37, 2005, p.1).
Template: A “user’s stored reference measure based on features extracted from
enrollment samples” (ISO / IEC JTC 1 SC 37, 2005, p.2).
User: The “person presenting the biometric sample to the system” (ISO / IEC JTC 1 SC
37, 2005, p.3).
Verification: The “application in which the user makes a positive claim to an identity,
features derived from the submitted sample biometric measure are compared to
the enrolled template for the claimed identity, and an accept or reject decision
regarding the identity claim is returned” (ISO / IEC JTC 1 SC 37, 2005, p.4).
Worm: “A person who is a worm matches themselves poorly and other people relatively
well. They result in a disproportionate number of errors, both false rejects and
false accepts” (Beveridgel et al., 2011, p.6).
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CHAPTER 2. REVIEW OF THE LITERATURE

This study examined the stability of individual’s performance in a fingerprint
recognition system and proposed a methodology to calculate the individual’s stability
score. The literature review is separated into five different sections: an introduction to
biometrics, a discussion of the existing performance metrics at the population level, ROC
curve weaknesses, the biometric zoo menagerie, and the identification of difficult
subjects.

2.1

Introduction to Biometrics

People are identified by what we have and how we act. What we have consists of
traits that we have been born with and will always possess. These are referred to as
biological characteristics. Behavioral characteristics are traits that we develop over time,
such as writing our signatures. Either of these types of characteristics is considered a
biometric property, but a biometric must contain universality, uniqueness, permanence,
collectability, performance, acceptability, and circumvention (Jain et al., 2002). Other
authors (Dunstone & Yager, 2009; Wayman, 2005) consider additional characteristics
that can define a biometric. All of these characteristics are important when examining a
biometric modality system.
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There are three primary ways to authenticate individuals: by what they have, by
what they are, and by what they know. For example, in an access control scenario a
person may have a key or a magnetic stripe card to gain access to a room. This is an
example of “what they have”. San Francisco Airport uses a hand geometry device to
restrict access to their employees to certain areas of the facility. The hand geometry
device combines a biometric modality and a PIN (personal identification number) that is
associated with the individual. This would be an example of “what they are” combined
with “what they know”. Biometric applications answer “who I am” and passwords, pins,
etc., are gathered from the individual’s knowledge, something they know. When
presenting biometric samples to a particular biometric system, either one of the two
following questions are asked and answered: “Who am I”? or “Am I who I say I am?”
The first question, “Who am I?” is used to verify an individual using one already known
in the dataset. An example of this could be described in a hand geometry system. The
user enters a PIN which verifies the individual so that the system knows that he/she exists
(assuming they take on the role of the genuine user) (Jain, Bolle, & Pankanti, 2002).
Commonly implemented and currently researched modalities include voice,
fingerprint, face, iris, ear, gait (how one walks), keystroke dynamics (how one types),
deoxyribonucleic acid (DNA), signature, odor, retinal scan, and hand and finger
geometry. Each of these modalities has particular applications, depending on their
relative strengths and weaknesses at the point of deployment. This is important when
using biometrics because there is often a trade-off between accuracy and efficiency when
high throughput is required.
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The general biometric model gives an overview of the commonalities between
different modalities. Each biometric modality falls within the model, providing an
understanding of the most important components. For example, the general biometric
model can be related to fingerprint recognition. The user presents their finger to the
sensor, and the image is captured. Once the image is captured, it is examined to see if it
needs to be recaptured due to low quality, for example. If not, it is passed through to
create an individual’s template. This template is based on features extracted from
enrollment samples (ISO / IEC JTC 1 SC 37, 2005). For verification authentication, if the
new sample is passed through, it is compared to its template, and a similarity score is
generated. Depending on the threshold of the system, a determination of the individual’s
identity is provided. This distribution is shown in Figure 2.1.

Genuine

Impostor

Figure 2.1 Distribution of impostor and genuine scores
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The distributions of genuine and impostor scores help determine the performance
level of the biometric system. The similarity score (sometimes referred to as match score
in the literature) is determined by how similar the sample that was presented at the time
of identification (or verification) is to the compared template. Examining these scores
determines where the integrator needs to set the threshold.
Failure to ground-truth is a particular error that can occur with a data collection or
access control system and can affect the performance. It can be caused by incorrectly
labeling images. For example, suppose that fingerprint images are collected with a
particular sensor, and the subject or individual is asked to present their right index finger.
The subject may be distracted and present the left index finger, which is accepted by the
test administrator as the right index finger. When examining the genuine comparisons of
right index samples for this user, this subject will receive a low genuine score due to the
image not being of the right index, thus yielding an inaccurate result. As the database or
dataset increases in size, the potential for these errors rises, which can decrease the
precision of the results. In biometrics, we encounter these errors and others when
examining performance. The next section provides an overview of definitions and
provides examples for the metrics.

2.2

Population level metrics

In the biometric literature (Dunstone & Yager, 2009; ISO, 2005; Wayman, 1997),
there are four primary methods of displaying and discussing performance. They are
typically based on the tradeoffs between false match rates (FMR) and false non-match
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rates (FNMR), between the false accept rates (FAR) and false reject rates (FRR) that are
graphically displayed on score histograms, the ROC curves, and the DET curves.

2.2.1 Score Histograms
Score histograms graphically represent the frequency in which the genuine and
impostor scores are displayed. Below is an example that shows the overlap between the
frequencies of both the genuine and impostor distributions.

H i s to g r a m o f Im p o s to r , G e nui ne
V ar iab le

2500

I m p o sto r
G en u in e

Fr e que ncy

2000

1500

1000

500

0

0

600

1200

1800

2400

3000

3600

4200

Da t a

Figure 2.2 Score histogram

2.2.2 Receiver Operating Characteristic (ROC) Curves
Receiver operating characteristic (ROC) curves graphically show the tradeoff
between the verification rate and the false match rate (FMR). ROC curves are also used
in the medical field to determine medication dosage. The FNMR is the percentage of
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genuinely attempted samples that are falsely denied from the same correct individual.
The FMR is the proportion of impostor-attempted samples that are accepted as genuine
matches. The verification rate represents the likelihood of accepting genuine users into a
biometric system. The false-match rate represents the chance of allowing access to an
impostor. The tradeoff can also be displayed as the false accept rate (FAR) on the y‐axis
vs. true acceptance rate (TAR) on the x-axis. Maximizing the true acceptance rate
corresponds to a large y value on the ROC curve. Maximizing the true acceptance rate
corresponds to a small x value on the ROC curve. The value nearest to the top left corner
of the ROC graph is a good initial choice as the threshold value. Figure 3 is an example
illustrating the tradeoff when examining the match and non-match scores in a biometric
system.

Figure 2.3 Receiver Operating Characteristic (ROC) Curve
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2.2.3 Detection Error Trade-off (DET) curves
The detection error trade-off curves are similar to ROC curves. Instead of the
verification rate represented on the y-axis, the DET curves use the false non-match rate.
This shows both error rates on a logarithmic scale. Their use depends on the preference of
the individual assessing the performance, as the ROC and DET curves represent the same
information but are displayed slightly differently.

2.2.4

Other Metrics

Other metrics used to visualize the performance of biometric systems include the
failure to enroll (FTE) rate, the failure to acquire (FTA) rate, the equal error rate (EER),
false accept rates (FAR), and false reject rates (FRR). The FTE rate is the percentage of
the individuals that the system fails to complete the enrollment process. The FTA rate is
the rate of acquiring biometric samples with such poor quality that no match scores can
be associated with the image. The FRR are the percent of verified transactions that have
been genuinely identified but are denied, i.e., an incorrect rejection by the system. The
FAR are the percent of verification transactions with wrongful claims of identity that are
incorrectly confirmed.
These metrics report on a particular biometric system’s performance. They help to
determine the value of a threshold, why errors may be occurring, but not which
individuals are troubling the system. This is important to know when dealing with a
particular system in order to provide correct security for the majority of the population.
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2.3

Weaknesses of ROC/DET curves

The bulk of the literature in performance analysis addresses DET and ROC
curves. These curves show the relationship between sensitivity (the number of true
positives divided by total number of ground-truthed positives) and specificity (true
negatives divided by ground-truthed negatives) (Park, Goo, & Jo, 2004). Another
important metric is the area under the curve (AUC). The AUC metric provides an
indication of performance across all values of specificity. That is, if the AUC is higher,
the performance of the test is more accurate. If the AUC is equal to 0.5 or higher, then the
performance is better than relying on pure chance, which is a result of the ability of the
algorithm to discriminate between subjects. The AUC typically has a series of 95%
confidence interval bounds for a test population, which shows the potential statistical
error. Thus, if we compare more than one ROC curve with the exact same AUC, the
curves may not be identical. This lack of consistency is a weakness. The curve is simply a
snapshot of the data treated as a whole. If the bottom 10% of the poor (or well)
performing subjects are removed, will the AUC increase?
Rodenberg and Zhou (2000) stated that other variables can be overlooked when
considering the accuracy of the ROC curve. These include covariates such as gender, age,
and quality, which should be included in the test design and analysis.

2.4

Zoo metrics

ROC and DET curves are graphical representations of performance using the
tradeoff between verification rate and FMR. However, these curves do not show detailed
information about individual performance. This weakness is important because the curves
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may not provide the whole story; the data cannot be fully interpreted. The biometric zoo
menagerie provides additional clarity by classifying individuals by their performance.
This is important because some may contribute more error to the system than others. The
zoo menagerie classifies and visualizes the individuals. The zoo menagerie was
popularized by Doddington, Liggett, Martin, Przybocki, and Reynolds (1998) who coined
the following animals: sheep, wolves, lambs and goats. Others have suggested
alternatives, e.g., Yager and Dunstone (2010), who characterized the relationships
between genuine and impostor into the following: chameleons, worms, doves, and
phantoms. Tabassi (2010) also proposed different metrics based on the image as opposed
to the subject: blue wolves, clear ice, blue goats, and black ice. The zoo philosophy is not
well-accepted in the community because it has not been proven significant.
Doddington et al. (1998) served as a foundation for later literature that examined
individual performance in the biometric menagerie. They performed a meta-analysis
using tests from a 1998 speaker evaluation test that determined the matching relationships
between individuals when assessing performance. The paper examined how different
speakers could be recognized, based on their behavior. The authors created a biometric
menagerie that highlighted a method to categorize an individual’s ability to perform. The
zoo menagerie classified these individuals to provide a deeper understanding of the
likelihood of false accepts and false rejects. The four classifications were goats, sheep,
lambs, and wolves. A goat is an individual who is particularly difficult to match. Goats
are defined as below the 2.5 percentile of average score. Wolves had match scores above
the 97.5 percentile. A lamb is an individual who is particularly easy to imitate and has
characteristics similar to others in the dataset. These animals generate scores similar to
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everyone, which could lead to false accepts. Sheep are individuals who have high
genuine scores, and low impostor scores, resulting in low false match rates and low false
accepts. Wolves are successful at imitating other speakers, receive high match scores, and
provide high false accepts (Doddington et al., 1998).
Yager and Dunstone (2010) posed the following research questions: What is the
relationship between a user’s genuine and impostor match scores? Does this relationship
exist across different biometric modalities such as the fingerprint and iris? Is there a
possibility of exposing weaknesses in the biometric algorithms (i.e., comparing one
algorithm with another) to see their different match rates? The average genuine and
impostor score was established across the different modalities in order to assess the
likelihood of appearance in the zoo classifications. These relationships are classified by
four new animals in the zoo menagerie. Doves, the best performing individuals, will be in
both the top 25% of the genuine distribution and the bottom 25% of the impostors.
Chameleons will be in the top 25% of the genuine distribution and the top 25% of the
impostor distribution. This means they will look similar to others in the dataset, as well as
to themselves. Phantoms are in the bottom 25% of the genuine and impostor
distributions. These individuals are not easy to match against anyone in the dataset,
including themselves. Worms, which are the worst performing, are in the bottom 25% of
the genuine matches and in the top 25% of the impostor matches, indicating they do not
look similar to themselves but look similar to others. Yager and Dunstone (2010)
conducted an existence test that showed that the animal’s classifications are significant
(not just visible in the plots). In Figure 2.4, a zoo plot was produced using the Yager and
Dunstone methodology. Each red shaded area represents a different classification with
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corresponding dotted colors as seen at the bottom. Doves are in the top right, worms are
in the bottom left, chameleons are in the bottom right, phantoms are in the top left, and
the non-classified are in the middle white section. The y-axis locates the average
impostor score for each individual, and the x-axis locates the average genuine score for
the individual. This provides an illustration of how actual data are represented in a zoo
plot analysis.

DOVES

Average Impostor Match Score

PHANTOMS

WORMS

Average Genuine Match Score

CHAMELEONS

Figure 2.2 Zoo plot analysis of the DHS dataset showing individual performance

There was some discussion concerning whether it was difficult for some
individuals to use the biometrics and some discussion about whether it was subject
specific vs. image specific. These questions were left open by the authors.
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Others have also examined existence tests. Wittman, Davis, and Flynn (2006)
examined the impact of covariates in face recognition to measure their impact on
performance. The intent was to examine whether these covariates, lighting or facial
expression, impacted the matching ability of the individual. The authors showed that
covariates may result in classification changes from one animal to another.
Another study, by Beveridgel, Jonathon, Bolmel, and Draperl (2011), studied the
existence of the zoo. They presented several zoo orders. Zeroth order was the genuine
and impostor scores from one modality and one test database. First order was described
as the randomized sampling of genuine and impostor scores from within the test database.
Second order showed the covariates, both controlled and uncontrolled capture. Third
order showed algorithms and covariates, and fourth order was defined by other, different
modalities. Their analysis followed the same methodology used by Doddington and
Dunstone. Two methods were used to find the existence of a biometric zoo. The first was
the method proposed by Doddington et al. (1998), and the second was that proposed by
Yager and Dunstone (2010). They found strong evidence of the first order zoo in
Doddington animals but not in Dunstone and Yager’s menagerie. The majority of cases in
the rest of the hierarchy of zoo classifications did not exist. Tabassi (2010) examined the
performance of a particular image as a metric for further biometric performance analysis.
The study concluded that there was a difference in comparing the correlations of quality
with image error for the three different algorithms. This could mean that another variable
other than the image itself is causing errors. The author suggested four new metrics to
examine biometric images. Clear ice, the image false non-match rate, is less than the
minimal false match rate. These images would be in the lower left quadrant of the plots,
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similar to the zoo animal phantom. Black ice, similar to the chameleons, would be in the
upper right portion of the plots because they have a higher matching ability to others as
well as to themselves. Blue goats are the images that would be in the top left quadrant
because they have an image false non-match rate greater than the nominal false nonmatch rate. Blue wolves are images in the bottom right of the plots because of their
ability to produce higher false matches and be easily identified.
The above studies are the main sources of preliminary research in establishing the
existence of the zoo. Other studies have alluded to its existence or challenged it (Paone,
Biswas, Aggarwal, & Flynn, 2011; Tabassi, 2010; Wittman et al., 2006; Yager &
Dunstone, 2010). Wittman et al. (2006) indicated that the majority of errors were to
image quality or data collection mistakes, as opposed to the individual. Paone et al.
(2011) also alluded to the impact of covariates, as well as to the environment in which the
data were collected (they separated out covariates and environment). The zoo
methodology has been tested on a number of different modalities, such as face (Paone et
al., 2011), fingerprint, keystroke dynamics, voice (Doddington et al., 1998), and iris
(Yager and Dunstone, 2010 and Tabassi, 2010). The harshest critique of the zoo was
from Shuckers (2010), who theorized that the zoo does not need to be considered because
the collected data are what have been analyzed. According to Shuckers, “The variability
in matching scores of subjects is of critical importance to developers of matching
algorithms who would be wise to choose algorithms that yield distributions of short tails”
(p. 300). This being said, the universality of the biometric sensor is important to
determine if subjects remain consistent in their classification over different modalities
and different sensors or if they exhibit universality.
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2.5

Difficult subjects

Errors that can occur between the subject and sensor can result from
environmental factors, personal characteristics, or the biometric system itself. When
determining a method to evaluate performance, errors should be identified using
statistical tools, but unfortunately, they are not. The development of the HumanBiometric Sensor Interaction (HBSI) model has helped by classifying every humansensor interaction “event” with a resulting biometric system “reaction.” This has
increased our understanding and provided a method to classify all
interactions/movements/behaviors that occur with a biometric device, thus improving
performance, quality, and usability (Kukula, 2010).
Biometric systems always encounter outliers in the population that are difficult to
identify. The majority of the human population can be classified with enough certainty to
determine who they are, but difficult individuals are the ones that must be explained.
Different researchers have proposed a variety of ways to approach difficult subjects.
Shuckers (2010) challenged the existence of the zoo with respect to covariates. Wittman
et al. (2006) stated that the ability to identify the outliers in the dataset means that
biometric systems can adapt to account for these difficult individuals. Dunstone and
Yager (2009) segment difficult subjects into those that have low genuine scores and those
that have high impostor scores. Low genuine scores can be attributed to time difference,
poor quality, poor distinguishing features, or the environment. Those with high impostor
scores can result from fraud, mislabeling (incorrect or non-existent ground truth), weak
templates, or the sensor environment. The problems some users have in matching their
own templates have been difficult to explain. The above authors have made
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recommendations regarding what can cause the struggle in a subject’s ability to perform
well in a biometric system.
2.6

Chapter Summary

The goal of a biometric system is to uniquely identify each individual based on
their personal characteristics. We have found that it can be difficult for some individuals
to be identified by a biometric system for many reasons. It is critically important to
understand the nature of the difficulty. Therefore, the following questions arise: Is it the
subject? Is it the algorithm? Is it the image? Or is it a combination of these factors?
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CHAPTER 3. METHODOLOGY

The purpose of this study was to determine whether subjects’ similarity score
varies at different force levels and to quantify that instability by a score index. To
visualize the stability or instability of individuals, the first part of the experiment
established if instability exists. If instability was present, then the next stage quantified
the instability. The following sections discuss how and why the data were originally
collected and the process of calculating the stability score index.

3.1

Previous Data Collection

Data were collected from a previous study that examined the impact of different
force levels (5 N, 7 N, 9 N, 11 N, and 13 N) on fingerprints collected using a 10-print
capture device in order to determine the optimal force level for automated capture of high
fidelity fingerprints. This work was sponsored by the United States Department of
Homeland Security S&T Directorate. The following metrics were used to report the
optimum pressure for the thumb and four fingers:
•

Capture time;

•

Failure to acquire rate;

•

Fingerprint fidelity;

•

Number of incorrect matches;
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•

Number of incorrect non-matches;

•

Dunstone’s zoo analysis;

•

Number of human biometric sensor interaction errors;

•

Variability in the population (age, finger moisture level, etc.)

The previous research studied the impact of the efficiency and effectiveness on
the collection of high quality fingerprint images at pre-established force levels. The
following metrics were evaluated for efficiency and effectiveness:
•

Reduction in capture time;

•

Reduction in failure to acquire;

•

Improvement of fingerprint fidelity;

•

Reduction in number of incorrect matches;

•

Reduction in number of incorrect non-matches

3.1.1 Previous Data Collection Methodology
A 10-print device required the subject to first place their four fingers on the platen
from the right hand, then place their right thumb, and then the left hand and left thumb.
The placement of the four fingers and thumbs was evaluated using the following
methods: default auto capture mode and auto capture at 5 N, 7 N, 9 N, 11 N, and 13 N.
To quantify the improvement in the fidelity of the fingerprints, the same subject group
was required to undergo all tests. This data collection process is represented in Figure
3.1. The fingerprints collected from each individual at the different force levels were
separated into datasets by force levels and fingers or thumbs.
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Figure 3.1 High-level Data Capture Process

3.1.2 Volunteers
A call for volunteers was issued by e-mail and posted in the local newspapers,
online in the University daily email letter (called Purdue Today), and on Craigslist. A
representative sample of the West Lafayette and Lafayette populations was sought.
Before commencing the study, subjects filled out a form providing consent to participate
in the study. Subjects were paid for their time and also for completing the study. The
volunteer pool was thus self-selecting.
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3.1.3 Subject Information
Demographic information was collected for each individual. Of the 246 subjects,
241 reported their age, and 243 reported their gender, i.e., not all of the subjects reported
all of their demographics on the survey. In this study, a re-defined population of the total
dataset was used because of the constraints in calculating the zoo classification (see
below).

3.1.4 Testing Environment
The test environment was set up in a dedicated laboratory as shown in Figure 3.2.
The room was illuminated using florescent lighting and remained lit throughout the
study, as monitored by a photometer device. There were no windows in the room;
therefore, no daylight/sunlight variations existed. The temperature and humidity were not
controlled by the test administrators; instead, these were centrally controlled by the
University Physical Facilities plant. The temperature and humidity were measured using
an Extech Temperature and Humidity device during data collection. The time between
the start and end of data collection was kept minimal to prevent drastic weather changes
or any other time-related factors that could affect the subjects or their perspective
regarding the fingerprint system.
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Figure 3.2 Testing Area Layout

3.2

Data Cleaning

Individuals were identified by a Subject Identification Number (SID). Each SID
needed to have 150 images (10 fingers, 3 placements, 5 force levels) to be used in the
study. Although the analysis only used the right index finger, if the count of images was
not 150 for an individual, that data were removed. This was done in order for future
studies to have the same subjects examined for the finger location of interest. After
discarding subject data that contained missing prints or incorrect hand placement, the
pool of individuals was reduced to 154.
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3.3

Calculation Methodology

The main focus of the research was to examine the stability of individual’s
recognition performance with respect to force. When the presence of instability was
established, a calculation of a score was determined.
Initially, genuine and impostor scores were calculated to understand the
performance of individuals. A commercially available software package, Megamatcher
version 4.3, was used to determine the genuine and impostor scores for each individual at
each force level, under the constraints of exhaustive matching (all possible matches, i.e.,
Subject 1, image 1 versus Subject 2, image 1 and then Subject 2, image 1 versus Subject
1, image 1).
All of the scores were calculated by the matching algorithm; another
commercially available software package calculated the number of genuine and impostor
scores for each individual. After inputting all of the genuine and impostor scores, the
genuine and impostor distributions were averaged for each individual. The results were
then plotted as the X and Y coordinates on the zoo plots. The genuine scores are on the xaxis and the impostor scores are on the y-axis. This process was performed on the data at
each force level to create plots similar to Figure 2.6.

Average Impostor Match Score
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Average Genuine Match Score

Figure 3.3 Zoo analysis of the DHS dataset showing individual performance

To determine stability, the five force level zoo plots were normalized. Each force
level can differ in the actual value of scores. Therefore, each dataset must be standardized
on the same coordinate system for all of the force levels to allow calculation of a
universally applicable stability score.

3.4

Threats to Internal Validity

There are seven threats to internal validity: history, maturation, testing,
instrumentation, selection bias, statistical regression, and mortality effects (Sekaran,
2003). Of these threats, instrumentation and statistical regression cause the most concern.
Statistical regression was minimized by using a large sample size, thereby decreasing any
one sample’s effect on the dependent variable, force. Instrumentation could have affected
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the study if the performance analysis and zoo plot software did not work properly. In
such a case, a new algorithm would have been chosen after the study had begun.

3.5

Threats to External Validity

“External validity raises issues about the generalizability of the findings to other
settings” (Sekaran, 2003, p. 158). The study contains samples that represent the
operational, electronically stored fingerprint images from the previous study only. The
study can only be generalized to images captured at Purdue University, West Lafayette.
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CHAPTER 4. RESULTS AND ANALYSIS

The analysis is divided into two main sections: identification of the movement of
individuals across zoo plots and quantification of the movement using a stability score
index method.

4.1

Population Demographics

Demographic information was collected (Table 4.1). Not all of the individuals
reported gender; those that did not were eliminated from the study.

Table 4.1. Distribution of Subjects Reporting Gender
Gender
Male
Female

Count
81
73

Total %
52.6
47.4
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Distribution of Subjects Reporting Gender
Category
F
M

47.4%
52.6%

Figure 4.1 Distribution of Subjects Reporting Gender

An L SCAN Guardian 500 fingerprint scanner, manufactured by CrossMatch
Technologies, was used in this study. Its specifications are shown in Table 4.2.

Table 4.2. CrossMatch L SCAN Guardian 500 Specifications
Dimensions
Weight
Resolution
Capture Speed
Linearity and Rectilinearity
Image Area

4.2

152 mm x 152 mm x 120 mm
4.0 lbs
500 ppi +/- 1%
15 fps
Less than one pixel (average)
81 mm x 76 mm, single prism, single image,
uniform capture area

Standardization of Zoo Plots

The scores for all zoo plots were standardized across all five force levels, and
demonstrated the instability amongst individuals (Figures 4.2- 4.6). The following
parameters are the standardized maximum and minimum coordinates for the zoo plots:
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Minimum Genuine (X-axis): 44



Maximum Genuine (X-axis): 1950



Minimum Impostor (Y-axis): 2.4



Maximum Impostor (Y-axis): 10.3

4.2.1 Zoo Plots Analysis
In the following sections, the instability, as shown in the zoo plots, is discussed.
The instability of individuals can be visually inspected by examination of particular
individuals or by examination of the dataset. A breakdown of each animal classification
for each force level is also provided for reference.
4.2.1.1 5 N Results

Figure 4.2 5 N Zoo Plot
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Figure 4.2 shows the distribution of the 5 N zoo plot. This is the baseline data
used for the stability scores. There is a dispersed population across the impostor and
genuine scores, varying for each classification. Table 4.3 shows the classification, and the
animal type showing the lowest number is dove. This could be for a number of reasons:
the quality of images from the variable force, subject familiarity with the fingerprint
sensor, or randomization of the force levels used to test the individual. The animal
classification breakdown is shown in Table 4.3.

Table 4.3. 5 N Animal Classification Breakdown
Animal Classification 5 N Count
Chameleons
11
Doves
5
Normal
119
Phantoms
12
Worms
7
Total
154
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4.2.1.2 7 N Results

Figure 4.3 7 N Zoo Plot

Figure 4.3 shows the zoo plot for the 7 N force level. The data show that there is a
shift in classifications from the 5 N zoo plot. This is also shown in the animal
classification breakdown in Table 4.4. Even though the aggregate counts are the same
(e.g., 5 doves in both cases), these may not represent the same individuals. Only subject
155 was classified as a dove in both force levels. Thus, the data show instability for all
other individuals.
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Table 4.4. 7 N Animal Classification Breakdown
Animal Classification 5 N Count 7 N Count
Chameleons
11
16
Doves
5
5
Normal
119
114
Phantoms
12
16
Worms
7
3
Total
154
154

4.2.1.3 9 N Results

Figure 4.4 9 N Zoo Plot

In Figure 4.4, the number of individuals in each animal classification increases or
stays the same compared to the previous force levels (5 N and 7 N). Table 4.5 shows the
classification data at 9 N.
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Table 4.5. 9 N Animal Classification Breakdown
Animal Classification 5 N Count 7 N Count 9 N Count
Chameleons
11
16
22
Doves
5
5
9
Normal
119
114
102
Phantoms
12
16
16
Worms
7
3
5
Total
154
154
154

4.2.1.4 11 N Results

Figure 4.5 11 N Zoo Plot

The results in Figure 4.5 show only one individual classified as a worm, 135RI. In
the previous three force levels, individual 135RI was classified as normal in the zoo plots.
Table 4.6 provides the breakdown of animal classifications for the 11 N test.
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Table 4.6. 11 N Animal Classification Breakdown
Animal Classification 5 N Count 7 N Count 9 N Count 11 N Count
Chameleons
11
16
22
15
Doves
5
5
9
6
Normal
119
114
102
119
Phantoms
12
16
16
13
Worms
7
3
5
1
Total
154
154
154
154

4.2.1.5 13 N Results

Figure 4.6 13 N Zoo Plot

Figure 4.6 shows the instability in the zoo plot for at 13 N. The change in the
counts shown in Table 4.7 and the shifts on the zoo plots supports the presence of
instability in the dataset.
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Table 4.7. 13-N Animal Classification Breakdown
Animal Classification 5 N Count 7 N Count 9 N Count 11 N Count 13 N Count
Chameleons
11
16
22
15
16
Doves
5
5
9
6
6
Normal
119
114
102
119
117
Phantoms
12
16
16
13
11
Worms
7
3
5
1
4
Total
154
154
154
154
154

4.3

Instances of Instability from Zoo Plots

In Section 4.2.1, the movement of subjects was established. Thus, different
instances of instability exist across force levels for certain individuals because some
change classifications and others do not. This section quantifies the movement by
illustrating cases of instability from the zoo plots. The four cases that are discussed in this
section are the following: instability within the normal classification, intra-animal
instability, inter-animal instability, and borderline cases.

4.3.1 Instability within the Normal Classification
In the literature, authors have tended to ignore instability in the normal
classification. For example, Yager and Dunstone (2010) describe the new animal
classifications but ignore the normal classification, referred to in their papers as the
“none” classification. However, the majority of individuals are present in this
classification, which creates the opportunity for the individual to move significantly
without changing. Thus it is an important classification to examine.
The normal classification of individuals lies in the 2 nd quartile of at least one of
the score distribution in the dataset. If an individual performs consistently in this normal
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classification, it should not be ignored. This shows that the current animal classification
is not adequate because the normal classification comprises the majority of the zoo plot,
there can be some instability within this classification. This is an apparent weakness
shown by the zoo plots in Figures 4.7- 4.11.
In Figure 4.7 through 4.11, individual 135 moves from left to right as the force
levels change. The subject is highlighted with a circle in the figures.

Figure 4.7 Zoo plot at 5 N showing individual 135 classified as normal
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Figure 4.8 Zoo plot at 7 N for individual 135 classified as normal

Figure 4.9 Zoo plot at 9 N for individual 135 classified as normal
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Figure 4.10 Zoo plot at 11 N for individual 135 classified as normal

Figure 4.11 Zoo plot at 13 N for individual 135 classified as normal
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4.3.2 Intra-Animal Instability (excluding “normal”)
Another instance of instability is that within the same animal classification, as
shown in Figures 4.12- 4.16. Individual 34 was classified as a chameleon across all five
force levels. The genuine and impostor scores differ between the force levels for
individual 34, but remain in the same classification. This illustrates instability within the
same animal classification.

Figure 4.12 Zoo plot at 5 N for individual 34 classified as a chameleon
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Average Impostor Match Score

Figure 4.13 Zoo plot at 7 N for individual 34 classified as a chameleon

Average Genuine Match Score

Figure 4.14 Zoo plot at 9 N for individual 34 classified as a chameleon
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Figure 4.15 Zoo plot at 11 N for individual 34 classified as a chameleon

Figure 4.16 Zoo plot at 13 N for individual 34 classified as a chameleon
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4.3.3 Inter-Animal Instability
The most drastic instability involves a change in animal classification. Individual
117 is highlighted because of movement between animal classifications. Figures 4.17,
4.18, and 4.21 show a normal classification for individual 117. Figures 4.19 and 4.20
show the inter-animal instability. In Figure 4.19 (force level 9 N), individual 117 is
classified as a dove. In Figure 4.20 (force level 11 N), another change of classification
occurs, as individual 117 is classified a phantom.

Figure 4.17 Zoo plot at 5 N for individual 117 classified as normal

Average Impostor Match Score
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Average Genuine Match Score

Figure 4.18 Zoo plot at 7 N for individual 117 classified as normal

Figure 4.19 Zoo plot at 9 N for individual 117 classified as a dove
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Figure 4.20 Zoo plot at 11 N for individual 117 classified as a phantom

Figure 4.21 Zoo plot at 13 N for individual 117 classified as normal
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4.3.4 Borderline Case
Within the zoo plots, cut-off values are visible by the shaded (red) areas for each
classification. Some individuals miss a classification by a marginal amount as they are
adjacent to the border. The issue with borderline cases is they can be stable but do not
reflect the characteristics of the animal classification to which they are assigned well.
In Figure 4.22, some borderline individuals are shown. Individual 172 is classified
as a chameleon, and individual 140 is classified as normal. This is because they have
slightly different impostor scores. In this case, their genuine scores do not need to be
examined because both of their genuine scores are in the top twenty-five percent. Their
impostor scores need to be examined because these scores result in the change in
classification. Individual 172 has an impostor score of 9.0675, and 140 has an impostor
score of 9.0661, a difference of .0014. If these individuals were to take each other’s
impostor scores at the next force level they would change classifications, which would
not be the case if they are moving an insignificant amount. This difference shows the
importance of calculating individuals’ movement independent of their animal
classification.

Figure 4.22 Borderline case at 13 N for individuals 172 and 140
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4.3.5 Conclusions
Multiple cases have supported the presence of instability. Instability in the normal
classification, intra-animal instability, inter-animal instability, and border-line cases show
the weakness of zoo plots and the movement caused by changing force levels. The reason
for instability across the five force levels remains to be determined, but importantly, the
presence of instability has been confirmed.

4.4

Stability

Not all subjects exhibit instability or are borderline cases. An example of an
individual showing small deviations in instability is provided in this section. No subjects
were able to obtain the same genuine and impostor scores across force levels but some
showed significantly smaller movements in the zoo plots.
All individuals move differently across force levels. As indicated, there are
different cases of instability for individuals of a biometric system. In some cases,
individuals performed consistently across the five force levels.
For example, Figures 4.23 and Figure 4.24 show that individual 178 has relatively
similar genuine and impostor scores across the 7 N and 9 N zoo plots. The weakness by
just examining the animal classification is the individual would appear to have an
unstable performance, due to being classified differently. Individual 178 is relatively
stable and can be shown later in section 4.6 with a stability score.
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Figure 4.23 Zoo plot at 7 N for individual 178RI classified as a phantom

Figure 4.24 Zoo plot at 9 N for individual 178RI classified as normal
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4.5

Stability Score Index

The presence of instability as well as the weakness of the zoo menagerie plots has
been shown. The proposed method to calculate the instability of an individual can better
illustrate an individual’s performance using a particular biometric system.
The stability score index formula (S.S.I), shown in Figure 4.25, was used to
calculate the stability for each individual (i) from one force level to the next. X1 and X2
represent the genuine scores for the two force levels examined. Y 1 and Y2 represent the
individual’s impostor scores from each force level. Xmax and Xmin represent the maximum
obtained genuine score and minimum possible score that was seen in all force levels.
Ymax and Ymin represent the maximum obtained impostor score and minimum possible
score that was seen in all force levels. The numerator value will represent the individual’s
movement over the two force levels and the denominator will be the maximum possible
movement amongst all force levels. Again, force level can be substituted for other
variables such as time, multiple sensors, or multiple modalities. In this case, force was the
variable that was systematically changed in the dataset.

√(
√(

)

(

)

(

)
)

Figure 4.25 Stability Score Index Formula

The graphs were standardized; giving all individuals the same chance of
movement. Because the minimum and maximum coordinates were established, the
maximum possible movement across the zoo plot graphs was determined. The maximum
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movement is 1906.0164. This is the maximum possible movement that can be obtained
from one zoo plot to another (such as 5 N7 N or 7 N9 N). This value was used to
normalize a particular individual’s movement. The stability score index ranges from 0 to
1. Zero indicates perfect stability from one zoo plot to another, and one indicates the
maximum possible movement. To compare the scoring results with observation, the
previous cases were scored.

4.5.1 Stability Score Index for Subject 135
In section 4.3.1, individual 135 was examined for instability within the normal
classification. The zoo plots are shown to demonstrate how the stability score index is
conceptualized. The stability score and related coordinates for the 5 N and 7 N levels for
individual 135 are shown in Figure 4.26 and Figure 4.27. In Figure 4.27, a star shows the
placement of individual 135 on the 5 N force level. This shows the instability established
earlier. To calculate the stability score, the genuine and impostor coordinates for each
force level were inputted into the formula as follows: the 5 N genuine score is X 1
(485.6666), the 5 N impostor score is Y1 (7.0901), the 7 N genuine score is X2 (1155),
and the 7 N impostor score is Y2 (8.6005). The value thus obtained is 669.335, which is
divided by the maximum movement of 1906.0164 to give a stability score index of
0.3512.
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Figure 4.26 Zoo plot at 5 N for individual 135 classified as normal

Figure 4.27 Zoo plot at 7 N for individual 135 classified as normal
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4.5.2 Stability Score Index for Subject 34
Section 4.3.2 examined the instability of subject 34 within the same classification
at all five force levels, showing that classification from the zoo plots can be misleading.
Instability can occur within a classification at different force levels. An individual is
capable of moving ¼ of the maximum possible movement and remain in the same
classification. In the examined data, the maximum movement was not observed, but an
instance of smaller movements showed that the possibility exists. Figure 4.28 shows
individual 34 moving within the chameleon classification. The star represents the
individual’s coordinates on the 7 N zoo plot. The arrow points to the coordinates on the 9

Average Impostor Match Score

N zoo plot, which results in a stability score of 0.1296.

Average Genuine Match Score

Figure 4.28 Zoo plot at 9 N for individual 34 classified as a chameleon
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4.5.3 Stability Score Index for Individual 117
Section 4.3.3 examined individual 117, whose classification changes from a dove
to a phantom at different force levels. For individual 117, both the zoo plots and the
stability score reflect a high level of instability. As shown in Figure 4.29, individual 117
is classified as a dove at 9 N and as a phantom at 11 N. The stability score should reflect
the great movement at different force levels. By using the coordinates to calculate the
stability score index, a value of 0.5537 is obtained.

Figure 4.29 Zoo plot at 11 N for individual 117 classified as a phantom

4.5.4 Stability Score Index for Individual 178
In Section 4.4, individual 178 was examined as a similar performance across force levels
was seen while being assigned different classifications. This weakness of the zoo plot is
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compensated for with the stability score index. Figure 4.30 shows the small deviation
from the 7 N results to the 9 N results. Regardless the classification for individual 178 in
the zoo plots, the stability score remains the same, close to zero, indicating stability.
Inserting the coordinates into the formula, a stability score of 0.0308 is obtained.

Figure 4.30 Zoo plot at 9 N for individual 178RI classified as normal

4.6

Conclusions

An individual who performs consistently but is labeled a “bad performer” should
not necessarily be viewed negatively. Individuals often cannot choose the nature of their
biometric samples. For example, elderly people often have poor fingerprints (from scars,
wrinkles, creases, etc.) that cannot easily be altered. However, if these individuals
consistently perform badly, experts can determine their actual performance and predict
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their future performance. The stability score index does not use the classification methods
that have been proposed in the literature, but focuses on individual performance from a
discrete perspective.
The remaining stability scores, which were not analyzed in depth, are listed in
Appendix A. These data describe how each individual performed across the five force
levels in the following manner: 5 N to 7 N, 7 N to 9 N, 9 N to 11 N, and 11 N to 13 N.
There can be numerous additional combinations, but this research is limited to the
described relationships. A graphic representation of these relationships is also given in
Figure 4.31.
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Stability Score Index
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Figure 4.31 Scatterplot of stability scores for each individual
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CHAPTER 5. CONCLUSIONS, RECOMMENDATIONS, AND FUTURE WORK

This study examined the stability of fingerprint recognition performance across
five force levels for individuals, including a method to quantify the stability. Much
research has gone into challenging the existence of the zoo (Paone, Biswas, Aggarwal, &
Flynn, 2011; Tabassi, 2010; Wittman et al., 2006; Yager & Dunstone, 2010), but no
research had examined the zoo menagerie for stability of individual performance.

5.1.1 Conclusions
The results of this research show the presence of instability in the performance of
individuals in fingerprint recognition for the right index finger. The five force level zoo
plots provided evidence that the majority of individuals are unstable. This instability can
result from the quality of images because of the force, subject familiarity with the
fingerprint sensor, or randomization of the force levels at which the individual was tested.
Investigation of these causes is left for future work. This thesis developed a stability
score index and demonstrated its use with a representative sample of data. The results
indicate there are adjustments to be made to obtain stable matching scores from
individuals, which should improve the performance of biometric systems.
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5.1.2 Future Work for Research
During the study, a number of additional questions and observations were raised,
that would be useful for others to investigate.
1. This study only examined the right index finger of individuals. Further studies
could observe other digits of the hand (left index, left middle, right middle, etc.)
to see whether the stability scores are similar to the findings in this thesis.
2.

Only five force levels were examined (5 N, 7 N, 9 N, 11 N, and 13 N). Future
research could examine other force levels to determine if the conclusions for the
individuals remain unchanged. There have been other studies undertaken in the
lab that relate to fingerprint force that would also be interesting to review with the
stability score methodology.

3. Only one matching algorithm was implemented. Further studies can examine
other matching algorithms to determine how stability of the results may be
affected by the choice of algorithm.
4. Only one sensor was used, and it would be interesting to examine other sensors to
establish whether there was interoperability of stability.
5. Only the fingerprint modality was chosen. It would be interesting to examine
whether the stability score was appropriate for other modalities
6.

Force was the only variable changed in the study. As stated earlier in Section 4.5,
time, multiple sensors, multiple modalities, etc. could be analyzed.

7. If subjects use a particular biometric device multiple times, do they start
performing consistently over time as they become more habituated to the device?
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Does the individual perform differently over different sensors using the same
modality?

5.1.3 Future Work for Practice
The recommendations here are based on the research in 5.1.2 being completed.
The stability score methodology as well as the zoo analysis outlined in this thesis may
have some applicability for practice. The concept of stability, as noted above, could be
used for habituation, and perhaps limiting the number of enrollment attempts when a
subject is having problems with the sensor. It also could provide guidance for algorithm
developers to examine how their algorithm performs against others, and whether the
movements shown by some subjects are replicated on different algorithms. This would
also be useful for integrators. There could be other analysis techniques not discussed in
this thesis that could adopt this methodology. For example, the stability score index could
be adjusted to see where the individual should land in the zoo plots, due to their previous
performance in the biometric system.
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APPENDIX : STABILITY SCORE INDEX VALUES

Table A 1. Stability Score Index of all individuals for each force level relationship (5-7
N, 7-9 N, etc.)
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